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BBO/JHASA YACTb

1. HEJIX OCBOEHUA JUCHUITVINHBI

[lenbto ocBoeHMs yueOHOU aucuuiuinebl « MHQopmanonHas 6€e301acHOCThY
ABIsieTCs (POPMUPOBAHHE Y 00YUAIOUINXCS OOLIEKYJIBTYPHBIX U IPO(ECCUOHATIBHBIX
KOMIETEHIIUHA B IMPOLIECCE M3YUEHUs Pa3IMYHBIX aCHEKTOB 3aIMTHl MHPOpMaLUU
JUIS TOCJIEAYIOLIEr0 NPUMEHEHHUS B yUeOHON U MPAKTUYECKOM IEATEIbHOCTH.

3ajaun AUCLUIUIMHBIL

e cucreMaTuzanus, GopMamu3anus W paclIMpeHHe 3HAHUM MO OCHOBHBIM
MOJIO’KEHUSIM TEOPUH MHPOPMAIIHH,

® 3HaTh MEXaHU3Mbl U MPOTOKOJIbI MH()OPMALMOHHONW OE€30MacHOCTH; U3Y-
YUTh AHTUBUPYCHBIE IPOrPaMMBbI U OpaHIMay3Pbl

e M3y4yeHHE MAaTEMaTHYECKUX OCHOB 3aIIMUTHI HH(OPMALIUY; a TaK K€ METO-
JI0B, CPEJICTB U MHCTPYMEHTOB HIM(PPOBaHUS, IPUMEHAEMBIX B cepe nH(pOpMaLIH-
OHHBIX TEXHOJIOTUI U OM3HECA; 03HAKOMJIEHUE CO CTaHIapTaMu MH(PPOBAHUS;

® 1aTh CTYJEHTY JOCTAaTOYHO IMPOYHBIE MPEACTABICHHUS O MHPOPMALMOH-
HOW 0€30I1aCHOCTH, BKJIIOYAsl allllapaTHYIO 4acTh U MAaTEMATHYECKOE 00ECIIEUEHUE;

® [PUBUTHE HABBIKOB pa0OTHI C METOAAMU MIM(PPOBAHUS U KPUIITOAHAIU3A,;

e (QopmMupoBaHUE COBPEMEHHON KYJIBTYpbl POrPaMMHUPOBAHUS U KCILTya-
Tal[¥ KOMIIBIOTEPOB U MPOTPaMMHOI0 00€CTIeUEHHUSI

2. MECTO JUCHUIIJINHBI B CTPYKTYPE OIIOII BAKAJIABPHUA-
TA

2.1. Tuctmmmnaa 51.B.01.07 «MudopmanmonHasi 6€301aCHOCTD) OTHOCHUT-
cs K yactu 6so0ka b1, popmupyemoit yaacTHUKaMu 00pa30BaTEIIbHBIX OTHOILICHUIA.

2.2. JIns u3ydeHHs TUCHUIIIMHBI HEOOXOAUMBI CICAYIONINE 3HAHMS, YMCHUS,
HaABBIKH, (DOPMHUPYEMBIC TIPEIMICCTBYIONTUMHU JUCITUTTHHAMHU:

— Hugposas ungpacmpyxmypa npeonpusmusi;

— Teopus eepossmrocmet u MAMeMAMUYECKas CMamucmuxda,

—  Mamemamuuecxuii ananus

—  Komnvlomepmvie mexnonocuu 6 mamemamuxe

2.3. IlepeueHp mMocCneqyOMUX YI€OHBIX IUCIUIUIMH, IJIS KOTOPBIX HE00XO-
UMbl 3HAHUS, YMEHUS], HABBIKK, (POPMHUPYEMbIE JAHHON Y4E€OHOU U CUUTLITUHOM:

— Ilpocpammuuvle cpedcmea yughposoii IKOHOMUKU;

— [Tocyoapcmeennas umozosas ammecmayusl.

— [lpaxmuku



2.4. IlepeyeHb IUIAHUPYEMBIX Pe3yJIbTATOB 00yU€eHUsI M0 JUCHUIIUHE, COOTHECEHHBIX C IVIAHUPYEeMbIMH pPe3yJibTaTaMu 0C-
BOEHHUSA OCHOBHOM NMPo(eccuoHaIbLHON 00pa30BaTe/ibHOI MPOrPpaMMBbl
W3ydeHne naHHOW y4eOHOW MUCIMIUIMHBI HAIMPaBICHO Ha (OPMHUPOBAHHE y OOYYAIOMIMXCS CICIYIOIIMX YHHUBEPCAIBHBIX
(YK) u npodeccronanbubix (ITK) koMeTeHIIHIA:

N}" Kox u conepkanne KOM- | Kony y paumenoBanmne HHAN- Iepeyenn MIAHUPYEMbIX Pe3yJIbTATOB 00y4eHHUs 110 JUCIHILIHHE

/| meTeHurHu KaTopa J0CTUKEHHUs KOMIIe- B pesynbpraTe uzyyeHus: AUCLHUIIIMHBI 00yJaromuecs JOJKHbI:

I

TCHIHH 3HaTh: VMeTh: Bragers (HaBBIKAMH):

1 2 3 4 5 6

1 | YK-8. Cnocoben co3na- | YK -8.1. Unentudunupyer u e ANTOPUTMBI CO3JaHHA TIO- | ® YMETh BbIOMpaTh, | ® Ilpmemamu oOHapyxe-
BaTb M  IOAJACPKMBAThH | AHATM3UPYCT BPCIHLIC U ONACHBIC | yTHKK OE30MAaCHOCTH TPE.- | aIalTHPOBATh U TPUME- | HUSI CETEBBIX MPOHHKHOBE-
Oe30macHble yenosust | PAKTOPBI cpetpl 06HTaHHfI; OlC- | mpusaTus HATh HEOOXOJMMBbIE aj- | HUM
JKU3HEeATeNbHOCTH, B | HABACT QAKTOpEI prCcKa e€ oe- e MexXaHU3Mbl 3AIIUTHI | TOPUTMBl U TIPOrPamMM- | ¢ [IpHMEHEHHS, YCTAHOB-

TOM YHUCJIE IPU BO3HUKHO-
BEHUHU YPE3BBbIYAWHBIX CH-
Tyaluii

MEHTOB (TEXHUYECKHX CPEICTB,
TEXHOJIOTHUECKHUX TPOIECCOB,
MaTepHaJoB, 3IaHHI U COOPYKe-
HUIA, TPUPOJTHBIX U COIMATBHBIX
SIBJICHUIA ).

HOPEeaNpUSATHs. OT yrpo3 HH-
(GbOopMaIMOHHOTO TPOHUKHO-
BEHUS U aTaK

Hoe obecneyeHue npu
peumieHun  npodeccuo-
HaJIbHBIX 3a/1a4

e DbricTpo pearupoBaTh
Ha pa3jnyHbIE YIrPO3BI
MH(POPMALMOHHOM
Oe3onacHoCcTH

® yMeTh IPUMEHSATh
COBPEMEHHBIE TEXHOJIO-
TUU  CcO3JaHusi OpaHj-

KM M HAacCTpPOMKHM AHTHBH-
PYCHBIX CHUCTEM U CHCTEM
pacrmo3HaBaHus yrpo3 H
aTak;

e HaBbpikamu paboThl 1O

CO3/IaHHIO IPOTOKOJIOB
0e30macHOCTH  TNpenrpHu-
ATUA

May3poB " IDS-
KOMIIIEKCOB
YK -8.2. OrieHnBaeT CTCNCHB 10~ | @  COBPEMEHHBIE CHUCTEMEI | ® YMCTh npuMeHsTh | ® Ilpuemamu  oOHapyxe-

TEHIIUATBHOW OMACHOCTH; BBISIB-
JsieT npo0IeMBl, CBSI3aHHBIE C
HapyIIeHUsIMHU TEXHUKH Oe3orac-
HOCTH Ha paboueM MeCTe; Ipei-
JlaraeT MepOIPHUATHS 110 MPEAOT-
BPALICHUIO YPE3BBIYAHHBIX CH-
TyaIiii; co3gaeT ycIIoBUA 0€30-
MacHO 1 KOM(OPTHOH Cpeabl U

CeTeBOM 0€30I1aCHOCTH;

L] aHTI/IBI/Ip}ICHBIe CHUCTCMBI,
HUX 0COOEHHOCTH M OCHOBHBIE
XapaKTEPUCTUKU;

® OCHOBHEIE AJITOPUTMBI
mudpoBaHus Ui pELICHHS
3a/a4y MPEeIMETHOW 00J1acTH,

COBPEMEHHBIE TEXHOJIIO-
TUU  CO3JaHusl OpaHj-
May3poB " IDS-
KOMIIJIEKCOB;

e OCHOBHbIE TPUHIIH-
bl QJIMUHUCTPATHUBHO-
MPaBOBOM 3alUThl HH-
dbopmaru

HUS BUPYCHBIX yIPoO3
e [Ipuemamu oOHapyxe-
HUS HApPYIIEHUH MPOTOKO-
J1a CETeBOM 0e30MmacHOCTH
e HaBbikamMu paboTHI TO
aIMUHHUCTPUPOBAHUIO 51
HACTPOWKE  MIPOMU3BOJICT-




yMeeT 00ecreunBaTh JINYHYIO
0€e30MMacHOCTh M 0E€30IaCHOCTh
OKPYKarOIIUX.

UX OCOOCHHOCTH M XapaKTe-
PUCTHKWY;

® MaTeMaTHYECKHUE KPHIITO-
JIOTHYECKHE MOJIENINA, BKIIIO-
qasi CpeJICTBA OMHMCAHMUS,

® COBPEMCHHBIC  CHCTEMBI
CeTEeBOM 0€30I1aCHOCTH;

® aHTPIBHPYCHBIC CHUCTCMBI,
HX OCOOEHHOCTH M OCHOBHBIE
XapaKTePUCTHKH;

BEHHBIX POrPaMMHBIX
CUCTEM U JIOKAJIBHBIX CC€-
TEH C TOYKH 3PEHUs] HH-
dbopmarmonHoit  Ge3omac-
HOCTH

IK-2. CriocobeH K aHaIu-
3y ©  MOJACIUPOBAHUIO
OusHec-TmporeccoB B ce-
pe ¢ pPOBOI SKOHOMUKH

IIK-2.3. VYmeer ocBauBarh
AHATATUYCCKUE TUTATHOPMBI U
CIICIIMATU3UPOBAHHBIC TTAKETHI
MPUKJIAHBIX TPOTpaMM

® MATCMAaTUYCCKHC IIPpUHIH-

Obl, JIeKallue B OCHOBE
KPUNTOTPaQHUUECKUX  MOJE-
neu

e JTalbl PelICHMs 3a1ad ce-
TEBOW 0E30MacHOCTH Ha KOM-
IBIOTEPE;

® TEPMHHOJIOTHIO U3 obJac-
TH KPUNTOJIOTUH, IHU(ppoBa-
HUs, aHTUBUPYCHOMN 3aIlUTHI,
CETEBOM 3allUTHI, 3aLIUTHI OT
BTOP>KECHU;

® TI0JIb30BATHCSI COBpE-
MEHHBIM TIPOTPAMMHBIM
obecrieueHueM Il pe-
HICHUs1 3371a4 uHpopMa-
IIUOHHOW OE30MaCHOCTH.
e HacrpauBath ceTeBoe
porpaMMHoe  obecrie-
YeHHe IO MPOTOKOIY
MOJIMTUKK  MHOpMaIH-
OHHOM 0e30MacHOCTH
TPEINPUATHS

® BJAJICTh HAaBBIKAMH pe-
IICHHUs 3aJa4 KPHUIITOaHa-
au3a U mudpoBaHUs JUISL
MOJIJICP)KAHUS TIPOTOKOJIOB
nHpOpMAIMOHHON  0e30-
MMaCHOCTH

e HaBpikaMu 3aI{UTHl HH-
dopMaiuu ¢ TOMOIUIBIO
KPUTITOCUCTEM

e HaBbIlkaMu PUMECHEHUS
nyonupyromux OpaHaMay-
3POB U TPOTOKOJIOB CETe-
BOM 0€30IaCHOCTH




OCHOBHASA YACTb

1. OFbEM YUEBHOM JUCIHUIIJIMHBI U BUIbl YYEFHOM PABOThI

Beero CemecTpbl
Bup yueOHoii paGoThl Ne 6
4acoB
4acoB
KonrakTHas paGora o0yuarommuxcsi ¢ npenoaaparejeM (10 BH- 32 32
AaM y4eOHbIX 3aHATHIH) (Bcero)
B tom uncne:
Jlexmuu (JI) 16 16
Jlaboparopusie pabotsl (JIP) 16 16
CamocTosiTesqibHasi padoTa CTyeHTa (Bcero) 40 40
B tom uncre:
W3ydeHue nureparypsl U APYrux KCTOUHUKOB 16 16
ITonroToBKa K BHIMOJHEHHUIO JTAOOPATOPHBIX PabOT 12 12
[ToaroToBka K 3amuTe J1aOOPaTOPHBIX PadOT 12 12
By npoMe:xyTO4HO aTTecTalNU sater +
4acoB 72 72
HUTOTI'O: o0mas Tpy10eMKOCTh o—— 5 5

2. COIEP)KAHUE YYEBHOM JUCIUATLIVMHBI

2.1. Conep:xkanue pa3iejioB y4eOHOW AMCIUIIHHBI

=S < HaunmenoBanue Coneprxkanue paszena B JUJAKTUUECKUX €AMHULIAX
5 5 pasjena y4eOHo
= § JVCIATUTHHBI
s o
2 2
1 | OcnoBHble co0- | OcHOBHbIE NOHATUS MHpOpMarMoOHHON Oe3omacHocTH. Kiaccu-
CTaBJIAIOIIUE ¢dukarus yrpo3. Knaccudukamusi cpencts 3amuTbl HHOOPMAITUH.
nHpopmanmnoH- | MeToasl U CpeAcTBa OpraHU3allMOHHO-TIPABOBOM 3aIUThl MH(OP-
HO#l ©Oe3omacHo- | Mani. MeTOIsl M CpeICTBAa MHXKEHEPHO-TEXHHUYECKON 3aIlIUTHI.
CTH [IporpaMMHBIE M MpPOrpaMMHO-aNIapaTHbIE METOABI M CPElNCTBa
obecnieueHus MHPOPMAITMOHHOM 0€301TaCHOCTH
2 | Kpunrorpagu- | BBeneHue B OCHOBBI COBPEMEHHBIX IIH(POB C CHUMMETPUYHBIM
yeckue cnocodbl | kiaoduoM. MoayneHas apudmeruka. CpaBHeHUs M MaTpuubl. Tpa-
3aLUTHI HH- | JUIAOHHBIE MH(PBI C CHMMETPUYHBIM KIIFOYOM. AnreOpamdeckue
dopmanun cTpyKTypsl. [Toms. YcoBepiieHCTBOBaHHBIN CTaHIapT MU(POBAHUS

(AES — Advanced Encryption Standard). [Ipoctsie uncia. Ksaj-
paruuHoe cpaBHeHHe. Kpuntorpaguueckas cuctema RSA. Kpum-
tocucteMbl. [Ipoctsie kpuntocucremsl. [ludpoBanue meromom
3aMeHbl (noactaHoBkH). OnHoandaBUTHAS MOJCTaHOBKA. MHOro-
andaBUTHasE OTHOKOHTYpHasi OOBIKHOBEHHAs! MOACTaHOBKa. Tabnu-
sl Bixkunepa. MHoroandaBuTHas OHOKOHTYpHast MOHO(oHHYE-
CKasi MojicTaHoBKa. MHoroanpaBuTHass MHOTOKOHTYpHasi MOJACTa-
HoBka. [Iludposanue metonom mepecranoBku. [Ipocras mepecra-
HoBKa. [lepectaHoBka, ycioxkHeHHas 1o Tabnune. [lepecranoBka,




yclokHeHHas o Mapuipyrtam. IlludpoBanne meTogoM ramMMmupo-
Banus. llludpoBanue ¢ mMomomp0 aHATUTHYECKUX IpeoOpa3oBa-
Huii. KomOnHupoBanHbie MeTonbl mudpoBanus. CTaHmapTsl mud-
poanusa. Crangapt mmdpoBanus maHHbIX Data Encryption
Standard. Pexumsl pabotsr anroputma DES. Anroputm mugposa-
Hus nanabix IDEA. O6mas cxema anroputma IDEA

AHTHBHpYCHAs
3alUTa

OOue NOHATHS aHTHBHPYCHOW 3amMTHL. Ys3BuUMoOcTH. Kiaccu-
¢dukanys BpeIOHOCHBIX HporpaMM. I[Ipu3Haku npucyTcTBUS Ha
KOMIIBIOTEpPE BPENOHOCHBIX MporpaMM. MeTonbl 3aluThl OT Bpe-
JOHOCHBIX MporpaMM. OCHOBBI paOOThl AaHTUBUPYCHBIX MIPOrpaMM:
CurHatypHblii W 3BpUCTHYECKHI aHanmu3. TecTupoBanue pabOTHI
aHtuBupyca. Kiaccuduxanuus antuBupycoB. Pexumsl paboThl aH-
TUBHUPYCOB. AHTUBUPYCHBIE KOMILIEKCHI

CereBass  0e30-
MAaCHOCTH

3amura MHGOPMALUHU B JIOKAIBHBIX ceTsAX. OCHOBBI MOCTPOEHMUS
JIOKaJIbHOW KOMIIBIOTEPHOM CETH. YPOBHU aHTUBHUPYCHOMW 3aILUTBHI.
VYpoBeHb 3alUThl PA0OYHUX CTAHLUHI U CETEBBIX CEPBEPOB. YPOBEHb
3aIUTBl ITOYTHL. YPOBEHb 3alIMTHI LIIK030B. LleHTpanu3zoBaHHOE
ylpaBieHUEe aHTUBHpPYCHOM 3amuTol. Jlornueckas cerb. Cxema
cOopa CTaTUCTUKH B CUCTEME aHTUBUPYCHOM 3alllUThl. YIIpaBIeHUE
KJIto4aMu 1mrdpoBaHust U 6e30macHOCTh ceTH. LlenoctHOCTh co-
OO0IIEHUS U YCTAaHOBJIECHUE MOMIMHHOCTH coobuenus. Kpunrorpa-
¢uueckne xom-¢pynkuuu. Lludposas mnoammcb. YcraHOBIIEHUE
NO/UIMHHOCTH O0BEeKTa. YIpaBieHue Kiroyamu. bezomacHocTh Ha
npuknagaom ypoae: PGP u S/MIME. be3zonacHocTh Ha TpaHc-
noptHoM ypoBHe: SSL u TLS. be3onacHOCTh Ha CETEBOM YpOBHE:
IP SEC. Bpanamayspel. Onpesnenenue TUoB OpanaMayspoB. Pasz-
paboTka KoH(pHUTyparuu MeKceTeBoro 3kpana. [locrpoenne Habo-
pa mpaBHJI MEXCETEBOro 3kpaHa. Cucrtema oOHapy>KEHHsI BTOpXKe-
uuii (IDS). Y3noseie IDS. Ananuzaropsl xypHasoB. Jlarunku npu-
3HAKOB. AHaJIM3aTOPbl CUCTEMHBIX BBI30BOB. AHAIM3aTOPBI NOBE-
nenus npuinoxenuil. Konrposuteps! nenoctnoctu Qaiinos. Cere-
Bole IDS. Veranoska IDS. Onpenenenune neneit npumenenus IDS.
VYpasnenue IDS




2.2. JIaGopaTopHBIii NPAKTHKYM

© - HanmenoBanue pasnena HaunmenoBaHue 1a60paTopHBIX padoT Bceero
§ 5 y4eOHOM JUCIUILINHBI 4acoB
5 o
< Z
1 | OcHoBHBIE cocras- | JIP Nel. CocraBieHue miaHa ¥ OCHOBHBIX I10- 2
Jsiiome  MHE@OpMAaNu- | JIOKEHUH TMOJUTUKH Oe30IacHOCTU Ui yupe-
OHHOI1 0€301aCHOCTH KJICHUS
2 | Kpunrorpadpuueckue JIP Ne2. Hanucanue, 8600, omnaoka u mecmu- 4
CIOCOOBI 3aIMUTBI HH- | POSAHUE NPOSPAMM WUPPOBAHUS NOOCTNAHOG-
dhopmanuu KOU U NepecmaHo8Kou
JIP Ne3. Hanucanue, 6600, omnaoka u mecmu- 4
6 posanue npoepamm wugposanus RSA, awna-
JUMUYECKU U 2AMMUPOBAHUEM
3 | AutuBupycHas 3ammura | JIP Ned.  Jluaenocmuxa anmusupycnoii npo- 2
2pamMMbl U CO30aHUe MECHOBbIX BUPYCO8
4 | CereBasi 60e3onacHoctb | JIP No5 Cozoanue yugposoii noonucu 2
JIP Ne6 IlaponvHuiti 0ocmyn u naponvhas ay- 2
menmughuxayus
HUTOI'O 6 cemecTp 16

KypcoBble paboTbl HE IPEYCMOTPEHBI 110 YUeOHOMY IUIaHy

3. CAMOCTOATEJIBHAA PABOTA CTYJAEHTA

CamocrosTenbHas padoTa ocymiectisiercs: B 00beMe 40 gacos.
Bugamu CPC gBnsrorces:

® M3y4YCeHHE M KOHCTIEKTHUPOBAHUE JIUTEPATYPHI MO JUCIUTUINHE;
® IIOATOTOBKA K JIAOOPATOPHBIM 3aHATHSIM;

® TIOATOTOBKA K 3alIMTE JTAOOPATOPHBIX pabOT

dopMaMu TEKyIIEro KOHTPOJIS YCIIEBAEMOCTH SIBIISTFOTCS:

e 3amuTa 1a00paTOPHBIX PadOT

4, OUEHOYHBIE CPEACTBA JIJIs1 TEKYIIEI'O KOHTPOJIA YCIITEBAEMOCTHU
U TIPOMEXXYTOYHOM ATTECTALWMU (cu. @ono oyenounvix cpedcme)

4.1. PeliTUHTOBasI CUCTEMA OLEHKH 3HAHUI 00y4YalOUIUXCS M0 Y4eOHOIi TUCUMIINHE
PeittuHroBas cucrteMa He HCIIOJIb3YETCA.




5. YYEBHO-METOJIUYECKOE U HTHOPOPMALNMOHHOE OBECIIEYHEHUE
JANCIHUIIJINHBI
5.1. OcHoBHas JIUTEpPaTypa

Ne ABTOp (b1), HAUMEHOBAHUE, MECTO U3JAHUS U U3/IaTEIbCTBO, TOJ

1 | Konees, U. Mudopmarmonnas 6ezomacnocts npeanpustus [ Texer] / . Konees, A.bensieB. —
CII6. : BXB-ITerepoypr, 2003. — 752c.

2 | rapekos, 0. M. YHuBepcaibHOE KOAUPOBaHKE: TEopHs U AITOPUTMBI [ DIEKTPOHHBIN pecypc|
/ ¥O. M. llITappkoB. — M. : ®uszmatiur, 2013. — 280 c. — Pexum gocryna:
http://biblioclub.ru/index.php?page=book&id=275569 (xara obparenus 30.05.2020).

5.2. lonosiHuTEeIbHASA JIATEPATYpa

No ABTOp (b1), HAMUMEHOBAHUE, MECTO M3JAHUS U U3JIaTEIbCTBO, IO

1 | Hecrepos, C. A. UndpopmarmonHnas 6€30MacHOCTh [ DIEKTPOHHBIN pecypc|: y4eOHUK U IPAKTHU-
KyM JiIs akajgemudeckoro OakamaBpuata / C. A. HectepoB. — Mocksa : U3narensctBo FOpaiiT,
2020. — 321 c. — Pexum pocryma: https://www.biblio-online.ru/bcode/434171 (nara oGpare-
uust 30.05.2020)

2 | Barunaiuios, 0. H. Teopust nuHbopMaIiMOHHON 0€30MaCHOCTH ¥ METOJI0JIOTHSI 3alIUTh HH(OP-
Maruu [DeKTpoHHbBIH pecypc] : yauedHoe mocodue / FO.H. 3arunaiinos. — M. ; bepyun : Jlupekt-
Menua, 2015. — 253 c. — Pexxum nocryna: http://biblioclub.ru/index.php?page=book&id=276557
(mata oopamenus 30.05.2020)

3 | IIpoxoposa, O. B. Mudopmarrionnas 6e30macHOCTb U 3aiuTa uHpopMauu [ DIeKTPOHHBIH pe-
cypc] : yae6nuk / O. B. TIpoxoposa ; MurnctepcTBo oOpa3oBanus u Hayku PO, @enepanpHoe
rocy/1apCTBEHHOE OI0KETHOE 00pa30BaTEIbHOE YUPEkKACHHE BhICIIEr0 MPO(hecCHOHATBLHOTO
obpazoBanus «CamMapcKuii TOCYIapCTBEHHBIN apXUTEKTYPHO-CTPOUTEIBHBIN YHUBEPCUTET. —
Camapa : Camapckuil rocy1apCTBEHHBIM apXUTEKTYPHO-CTPOUTENbHBIN yHUBEpcUTET, 2014. —
113 c¢. — Pexxum mocryma: http://biblioclub.ru/index.php?page=book&id=438331 (nara obpariie-
uust 30.05.2020)

5.3. ba3bl JaHHBIX, HH(POPMALMOHHO-CIIPABOYHbIE H NIOMCKOBbIE CHCTEMbI

1. BOOR.ru [DnextpoHHBI pecypc]| : anekTpoHHas O6ubmmoreka. — JlocTym k
MOJIHBIM TEKCTaM Mo mapoiiro. — Pexxum goctyma: http://www.book.ru (zara obparme-
aust: 30.05.2020).

2. East View [Daexrtponnsiii pecype] : [6a3a manHbix]. — JIOCTYIl K MOJHBIM
TEKCTaM cTaTel Hay4yHbIX KypHaloB u3 cetu PI'Y umenu C.A. Ecennna. — Pexum noc-
tyma: http:/dlib.eastview.com (aara oopamenus: 30.05.2020).

3. Moodle [DaekTponHbIl pecypce] : cpela MUCTAHIMOHHOTO O0ydeHuUs / Pss.
roc. yH-T. — Ps3ans, [b.r.]. — Hdoctyn, nocne peructpauuu u3 cetu PI'Y umenn C.A.
Ecennna, u3 no6oil Touku, umerome goctyn k MHrepHery. — Pexum pgoctyma:
http://e-learn2.rsu.edu.ru/moodle2 (mara obOpamenus: 30.05.2020).

4. Znanium.com [DnekTpoHHBIN pecypc] : [0a3a maHHBIX|. — JlocTym K IOTHBIM
TEeKCTaM Mo mapomo. — Pexum pgocrtyma: http://znanium.com (mata oOpateHus:
30.05.2020).

5. «M3natenbcTBO «JlaHby [DNEKTPOHHBIN pecypc] : dJeKTpoHHass OMOIMOTeKa.

— JlocTym K MOJHBIM TEKCTaM 10 mapoiio. — Pexxum mocrtyma: http://e-lanbook.com (ma-
ta ooparenus: 30.05.2020).



http://biblioclub.ru/index.php?page=book&id=275569
https://www.biblio-online.ru/bcode/434171
http://biblioclub.ru/index.php?page=book&id=276557
http://biblioclub.ru/index.php?page=book&id=438331

6. VYuuBepcuterckas Oubamoreka ONLINE [DnexTpoHHBIM pecypc] : diek-
TpoHHast Oubnnoreka. — JlocTyn K MOJHBIM TEKCTaM MO Mapotito. — Pexxum nocTymna:
http://www.biblioclab.ru (nara oopamenus: 30.05.2020).

7. HOpaiit [DneKTpoHHBIN pecypc] : 2JeKTpoHHas Oubnroreka. — JlocTyn K mosi-
HBIM TEKCTaM 10 mapoiito. — Pexxum moctyma: http://www.biblio-online.ru (zara o6pa-
menust: 30.05.2020).

8. Tpynas! npenomaBaTeneii [ DIEKTPOHHBIN pecypc]| : KOIUIeKIs // DIeKTpOHHAs
o6ubnmnorexka Hayunoii 6ubnmoreku PI'Y umenn C.A. Ecennna. — JlocTynm K MOJIHBIM
TEeKCTaM o Mapoio. — Pexum JI0CTyTa:
http://dspace.rsu.edu.ru/xmlui/handle/123456789/3 (narta oopamenus: 30.05.2020).

5.4. Ilepeyenn pecypcoB HHGPOPMALHOHHO-TEJIEKOMMYHUKAIIMOHHOM ceTn UHTEp-
HeT, He00XOTUMBbIX /IJIf OCBOEHHSI TUCIUTLTUHBI

1. Baronun, [I. MeTtonbl ckaTusi JaHHBIX. Y CTPOMCTBO apXMBATOPOB, CHKATHE
M300pakeHuid 1 BUIeo [DneKTpoHHbIN pecypc] / . Batonun [u ap.]. — M.: AUAJIOT -
MU®U, 2002. — 384 c. — Pexxum moctyma: http://www.compression.ru/book, cso6o-
HbI (maTa oopamenus: 30.05.2020).

2. Conomon, [I. CxkaTue JaHHBIX, H300pKEHUS 1 3ByKa [ DJIEKTPOHHBIN pecypc]
/. Comomon. — M.: Texuochepa, 2004. — 367 c. — Pexum pgoctyna:
http://da.kalinin.ru/books/salmon.pdf, cBo6oaubIi (1ata obpamenus: 30.05.2020).

3. eLIBRARY.RU [DnekTpoHHBI pecypc] : HaydHasi dJIEKTpOHHAs OuOImoTe-
ka. — Pexxum poctyma: http://elibrary.ru/defaultx.asp, cBoGomHbIid (J1aTa OOpaICHHS:
30.05.2020).

4. Epunas kosuiekuus UUQPPOBBIX 00pa3oBaTENbHBIX PECYPCOB [DIEKTPOHHBIN
pecypce] : denepanpHBI moptan. — Pexxum moctyna: http://school-collection.edu.ru/,
cBoOomHbBIN (maTa oopamienus: 30.05.2020).

5. EnunHoe okHO nmocTyma K oOpa3oBaTelbHBIM pecypcaMm [DJIEeKTPOHHBIN pe-
cypc] : demepambublii moprai. — Pexkum goctyma: http://window.edu.ru/, cBoGomHbI#
(mata ooparmenus: 30.05.2020).

6. WurtepHer YuuBepcuteT MHGOPMAIMOHHBIX TEXHOIOTUH. [ DNEKTPOHHBIN pe-
cypc] : caiit. — Pexxum moctyma: http://wwwe.intuit.ru/, cBoboambIii (maTa oOparicHus
30.05.2020).

7. Tlopran ecTeCTBEHHBIX HayK. [DIIEKTPOHHBIN pecypc] : caiT. — Pesxxum gocty-
na: http://e-sciencell.ru, cBoboaubii (1ata oopamenus 30.05.2020).

8. Poccuiickmii 001e00pa3oBaTeNbHBIA TIOPTAT [DIEKTPOHHBIN pecypc]
oOpa3zoBaTeNbHbIN MopTan. — Pexxum gocrtyma: http://www.school.edu.ru/, cBoOoaHBbI#H
(marta oopamenus: 30.05.2020).

9. CepBep Mudbopmammonubix TexHoOMOTHIA [DNEKTPOHHBIA pecypc] : calT. —
Pexum moctyna: http://citforum.ru/, ceoboansiii (nata ooparmienus 30.05.2020).

9.90. Ilepuoauyeckue U3TaHUA
1. Kommwtotepubie u uHbopmarmonnsie Hayku. [octym: Kubepnenunnka [Dmek-
TPOHHBIA pecypc] : HaydHash »dJeKTpoHHass Oulbnmoreka. — Pexum mgoctyma:

https://cyberleninka.ru/article/c/computer-and-information-sciences, cBoOoanbIii (maTa
obpamenus: 30.08.2019).


http://www.compression.ru/book
http://da.kalinin.ru/books/salmon.pdf
http://elibrary.ru/defaultx.asp
http://school-collection.edu.ru/
http://window.edu.ru/
http://www.intuit.ru/
http://www.school.edu.ru/
http://citforum.ru/

2. DIEKTPOTEXHHKA, JJICKTPOHHAS TEXHHMKA, WH(POPMAIIMOHHBIC TeXHOJIOTHUHU. Jloc-
tyn: KubepnenuHka [DJIEKTPOHHBIA pecypc| : Hay4Has SJIEKTPOHHAs OMONIMOTEKa. —
Pexxum  moctyma:  https://cyberleninka.ru/article/c/electrical-electronic-information-
engineering, cBOOOIHBIN (1aTa oopamenus: 30.08.2019).

3. ApxuB Hay4HbIX craTeii u3 kypHana «MH(popMaloHHas Oe301aCHOCThY
[DnekTponHbIii pecypc]. — Pexxum noctyma: http://www.itsec.ru/articles, cBoGomHbIi
(mata obpamenus: 30.08.2019).

6. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYHEHUE JUCIHUIIJIMHBI

6.1. TpeOoBaHuA K Ay IUTOPUAM JI NPOBEICHUS 3aHATHIM:

Kracc nmepcoHabHBIX KOMITBIOTEPOB 101 yrpasieaneM MS Windows, BkitodeH-
HBIX B JIOKAJBHYIO CETh YHUBEPCHUTETA C BO3MOKHOCTBIO BbIX01a B Internet.

CranaapTHO 000PYJOBaHHBIE JIEKIIMOHHBIE ayJAUTOPUU C MYJIbTUMEIUAPOEKTO-
POM, ITOJKIIIOUYEHHBIM K KOMITBIOTEPY, HACTEHHBIM 3KPAHOM.

6.2. TpeOoBanuss K 000pyI0BaHMI0 Ppado4YMX MeCT TMpenogaBaressi H
00y4yarommxcs:

[epconanbHbIil KOMITBIOTED N0 yrpaBiaeaueM MS Windows, Microsoft Office,
cucteMbl iporpammupoBanus Turbo-Pascal u Turbo-C++, Delphi, u apyrue, KOMIICKT
apXUBaTOPOB, (DAIIOB JIJIS apXUBAIH, AaHTUBUPYC.

6.3. TpeGoBaHus K ClIENUAJTU3MPOBAHHOMY 000PYAOBAHUIO: OMCYMCMBYEem

7. METOOIUYECKHUE VYKA3BAHHUA [JJiIsd OBYYAIOIIUXCA 11O
OCBOEHHIO JNCIUIIJIMHBI

Buj yaeOHBIX 3aHATHI Opranu3zanus AesITEIbHOCTU CTYJEHTA

Jlexnust OcBocHHWE  JUCHUIUIMHBI ~ HUACT C  I[OMOIIBI0  OOBEKTHO-
OPUEHTUPOBAHHBIX CPE]] SI3BIKOB MPOTPaMMHUPOBAHMS. YUHUTBIBAs, YTO KypC
BBICTPOCH TIO pazjiesiaM, OOJBIIMHCTBO U3 KOTOPBIX OXBAThIBACT TEOPETUYC-
CKH€ BOTMPOCHI, MPEMOIaBaTEN0 HEOOX0AUMMO COOMOCTH OamaHC MeXay KO-
JMYECTBOM MaTepraja Ha CaMOCTOSATEIbHYIO0 padoTy U JIAOOpaTOPHBIMHU pa-
60Tamu.

Hanucanue koHCHEKTa JEKUUKA: KPAaTKO, CXEMaTU4YHO, MOCJIEI0Ba-
TEJNILHO (DUKCUPOBATh OCHOBHBIC IIOJIOKEHUS, BBIBOJBI, (HOPMYIHPOBKH,
00001IeHNs; TTOMeYaTh BaKHBIC MBICIIH, BBIICISITH KIIFOUEBBIC CIIOBA, TEp-
MuHBI. [IpoBepka TEpPMHUHOB, MOHATHI C MOMOIIBIO SHUIMKIONEINHN, CIOBa-
peii, CIpaBOYHUKOB C BBHIMMHUCHIBAHUEM TOJKOBaHHWH B TeTpaab. O003HAUNTH
BOTIPOCHI, TEPMUHBI, MaTepUall, KOTOPHI BBI3BIBACT TPYAHOCTH, TIOMETUTH H
MOMNBITaThCS HAUTU OTBET B PEKOMEHyeMoM JuTeparype. Ecinu camocTos-
TENBHO HE yJaeTcs pa3zoOpaThcsl B MaTepuaie, Heo0X0auMo ChopMyTUupo-
BaTh BOMPOC U 33J1aTh MPEIOAABATENI0 HA KOHCY/IbTAIMU, HA TIPAKTHYECKOM
3aHSATHH. Y ICTUTh BHUMAHHE CJICTYFOIIIHM TTOHSITHSIM
Mooynvnas apugpmemura. Cpasnenus u mampuysl. TpaouyuonHvle wugpol
C CUMMEMPUYHbIM KIIo4oM. Aneebpauveckue cmpykmypol. Ilons. Ycoeep-
wencmeosanHwlilt. cmanoapm wugposanus (AES — Advanced Encryption
Standard). Ilpocmuie yucna. Keaopamuunoe cpasnenue. Kpunmoepaghuue-
ckas cucmema RSA. Kpunmocucmemul. Lugpposas noonuce. Ycmanosenenue
nooaunHocmu obvekma. Ynpaesnenue xnouamu. Cucmema 0OHAPYHCEHUs




emopoicenuti (1DS). Vznosvie IDS. Ananuzamopwt socypranos. JJamuuku npu-
3HAKOB. Y2pO3bl, AMAKU, YeIOCMHOCMb, aymenmuukayus, KoHpuouyuais-
HOCMb, OOCMYNHOCMb, X3Ui-(OYHKYUU, AHMUBUPYCBL, CUSHAMYPbI, I8PUCTIU-
yeckull ananus, OPaHoOMayspol, wWupposarue nepecmarHosKou, noOCMaHos-
KOU, 2AMMUPOBAHUE

Jlaboparopnas pabota

JlabopatopHble pabOThI, IPEATI0KEHHBIC B JJAHHOM KypCe, BBICTpau-
BalOTCSl B CXEMY IMPAKTHYECKOTO OCBOCHHS aJTOPUTMOB KpUNTOrpaduul U
W3YyUYCHUS] aHTUBUPYCHOM 3alIUThI, HA H3yYCHUE KOTOPHIX M HAICJICHBI.

B JneknuoHHON 4YacTm Kypca omnucaHue paboThl B aHTUBUPYCHBIX
CHCTeMax HE MPEIyCMOTPEHO, MOITOMY PEKOMEHIYETCS IpEIoiaBaTeisiM
JlaBaTh 3a/IaHUE HA CAMOCTOSITEIIbHBINA MOMCK U M3YYEHUE CETEBOTO aHTHBU-
pycuoro I1O. HamnydmmM BapuaHTOM MOXKET CIY)KUTh MPEIOCTABICHUEC
nabopaTopHBIX pabOT B BHUJAC NPAKTUKyMa C HEMPEMEHHOW IPAKTHKO-
TEOPETHYECKOI YacThiO B AJICKTPOHHOM BHJIE, TJI¢ ObUIM OBl TPE/ICTABIICHBI
MPAKTHUYECKHE TIPUEMBI paOOThI, ONICAHUE OCHOBHBIX MHCTPYMEHTOB apXH-
Bal[iH, HEOOXOAUMBIX JJIsl BBITOJHEHHS 3a/IaHKsI KOHKPETHOM TeMbI jabopa-
TOPHOU PabOTHI.

B cooTBeTCTBMM C 3alUIaHMPOBaHHBIM HA CAMOCTOSITEIBHYIO padoTy
BPEMEHEM U3YyYUTh COOTBETCTBYIOUIMI TEOPETHUECKUI MaTepral U MPaKTHU-
YEeCKUE PEKOMCH/IAlINH.

B cooTBeTcTBHM C 3alIaHUPOBAHHBIM Ha CaMOCTOSITEIBHYIO padoTy
BPEMEHEM COCTABUThH CXEMbI aJITOPUTMOB M MPOrPAMMBbI PEIICHUS COOTBET-
CTBYIOIIETO BapHaHTa Y4eOHOH 3a/1a4H.

CoracoBaTh 3apaHee COCTABJICHHBIC CXEMbI U MPOrPAMMBI C TIPEroia-
BaTelieM, BEIYIUM 3aHsATHE. TEKCThI MPOrpamMM JIOJIKHBI COJEPKATh KOPOT-
KAE KOMMEHTApHH, OTPAXAIOUIMEe TEMy M HOMEp JadopaTopHO# padoThl,
HOMEp BapHaHTa, (PaMWINIO CTYICHTA, CBSA3b TEX WM MHBIX MEPEMEHHBIX C
YCIIOBUEM 33/1a4d, a TaK)Ke KOMMCHTapUH, OTPaXKAIOIIME OCHOBHBIC HIArH
AJITOPUTMOB.

3amuTuTh 0QOPMIICHHYIO JTA0OPATOPHYIO PabOTy, MPOJAEMOHCTPHUPOBAB
TEOPETUYECCKHE U MPAKTHUECKUE 3HAHUS, YMCHUS U HABBIKHU 110 COOTBETCT-
BYIOILIEH TEME.

IloxroroBka
K 9K3aMeHY

HpI/I MOATOTOBKEC K 3a4YCTy H606XOI[I/IMO OpPUCHTHPOBATHCA HA KOHCIICKTBI
J'IGKHPIﬁ, PEKOMCHAYEMYIO JIUTCPATYPY, THIIOBBIC IMPAKTUYCCKUC 3aJJaHUA U

JIp.

8. TPEBOBAHUSA K IPOT'PAMMHOMY OBECIHHEYEHHUIO YYEBHOI'O

MPOILIECCA

Hassanune 110

Ne munensun

Omnepanmonnas cucrema Windows Pro

noroBop NeTr000043844 ot 22.09.15r.

Antusupyc Kaspersky Endpoint Security

noroBop Nel4/03/2019-0142 ot
30/03/2019r.

Oducnoe npunoxenue LibreOffice

cBOOOIHO pacmpocTpansemoe [10

ApxuBatop 7-zZip

cBOOOIHO pactpocTpansemoe [10

Bbpayzep nzobpaxenuii
FastStonelmageViewer

cBOOOIHO pactpocTpansemoe [10

PDF punep FoxitReader

cB0OOIHO pactipocTpansemoe 110

PDF npuntep doPdf

cBOOOIHO pacmpocTpansemoe [10




Menaua npourpsiatesib VLC media play- | cBo6oaHo pacnpoctpansemoe 110

er

3anuck nuckoB ImageBurn

cB0OOIHO pacnpocTpangemoe [10

DJVU o6paysep DjVu Browser Plug-in cB00OIHO pacnpocTpansemoe [10

Hab6op 10 ns xadenpanbHbIX HOYyTOYKOB

AntuBupyc Kaspersky Endpoint Security

JIOTOBOP Ne14/03/2018-0142
30/03/2018r

OTj

Oducnoe npunoxenne LibreOffice

cB0001HO pacnpocTpansemoe [10

Apxusatop 7-Zip

cB000THO pacnpocTpansemoe 10

FastStonelmageViewer

Bpayzep M300paKeHHIA

cB00OTHO pacnpocTpansemoe [10

PDF punep FoxitReader

cB000THO pacnpocTpansemoe [10

Menua npourpsiBarens VLC media player

cB000IHO pacnpocTpansemoe [10

3anuch auckoB ImageBurn

cB000THO pacnpocTpansemoe [10

DJVU 6payzep DjVVu Browser Plug-in

cB000IHO pacnpocTpansemoe [10

9. UHBIE CBEJIEHU A



